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The Servicemembers Civil Relief Act (SCRA) 
(50 U.S.C. app. §§501-596) remains an impor-
tant federal protection that attorneys need to be 
aware of in daily practice.  Although the number 
of military personnel deployed overseas has re-
cently decreased, Americans continue to serve 
abroad.  The Oregon National Guard as well as 
Oregon Marine, Army, and Air Force reservists 
have received notice that over 1,000 Oregonians 
will likely mobilize during the next 18 months. 
SCRA protections affect not only servicemem-

bers, but also their spouses/partners, dependents, 
creditors, landlords, banks, insurance carriers, 
and many others with contractual, economic, and 
legal relationships.  

SCRA protections apply to members of the 
Armed Forces and the Reserve Forces (National 
Guard and Reserves) who are called to active fed-
eral service.  SCRA also applies to members of 
the Coast Guard as well as officers in the Public 

Includes 

Emergency Legislation

In Memoriam – Lester Rawls
1928 –2013 

It is with great sadness that we learned of the passing of Lester Rawls, 
the PLF’s first chief executive officer.

Lester served as PLF CEO from 1978 to 1988. Prior to 1978, Lester 
worked in the insurance industry, had a private legal practice, and was ap-
pointed as Insurance Commissioner by Governor Tom McCall. The support 
Lester gave to the Bar committees and lawyers working to create the PLF 
led him to his position as the PLF’s first CEO. His unique mix of knowledge, 
skill, and personality made him perfect for the job of persuading Oregon lawyers, the Bar, and 
the Legislature that the Fund was indeed beneficial to all. His commitment to the idea – plus his 
willingness to try new things – fueled his work. With no United States precedent to rely on, he 
nevertheless forged enthusiastically ahead, successfully commencing PLF operations only a few 
months after its 1977 statutory creation.

Les’s vision for new things that would work well for Oregon lawyers did not stop with creation 
of the PLF’s operational structure and its coverage plan. He authorized the Fund’s loss prevention 
programs for lawyers, negotiated favorable reinsurance rates for the Fund in its early years, and 
assisted law firms in obtaining favorable rates from the commercial excess carriers.  He also helped 
create the National Association of Bar-Related Insurance Companies (NABRICO). Even after his 
retirement in 1988, Les continued to provide his expertise and support to the Fund.

Lester’s extraordinary vision, good humor, thoughtfulness, gutsiness, good heart, and leader-
ship will be sorely missed. His stewardship produced an exceptional legacy that touched the lives 
of those he worked with and forever changed the course of practicing law in Oregon for the better. 
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 Health Services and National Oceanic and Atmospheric Ad-
ministration while in support of the Armed Forces.  

Servicemembers called to active federal service are 
afforded unique protections under SCRA in cases of 
foreclosures, repossessions, evictions, judicial and ad-
ministrative proceedings, certain lease terminations, and 
default judgments. Some of the most frequently utilized 
provisions include the 6% cap on consumer interest rates; 
the stay of civil or administrative proceedings at the ser-
vicemember’s request or on the court’s motion; and rights 
relating to family law matters, including child custody 
and divorce cases.

Ascertaining Military Status
Given the unique protections and opportunities afforded 

servicemembers that touch on numerous areas of the law, as 
well as the procedural requirements for proceedings involv-
ing servicemembers, the safest practice – no matter what 
your area of the law – is to ascertain, at the outset of the 
representation, the military affiliation and status of not only 
your client but also the other party or parties. Counsel for 
both parties should undertake this inquiry, as the rights and 
responsibilities of each are affected if either party qualifies 
for SCRA protections. 

One example where this arises frequently is with default 
judgments. ORCP 69C requires that a party seeking default 
must file an affidavit or declaration containing facts suffi-
cient to establish whether the party against whom the order is 
sought is or is not a person in military service, or stating that 
the movant is unable to determine whether the party against 
whom the order is sought is in military service as required by 
Section 201(b)(1) of the Servicemembers Civil Relief Act, 
50 U.S.C. app. §521, as amended.

The requirement to notify the court of the military sta-
tus of a party is on the moving party.  However, the court 
should ask as a matter of course whether a servicemember 
is involved.  If the moving party does not know the answer, 
then the court should allow sufficient opportunity for deter-
mination.  Proceeding with the case or judgment where the 
servicemember is unavailable due to military service will, at 
the least, result in a voidable judgment.  At most, it may re-
sult in civil or criminal action permitted under SCRA.  

To find out whether a party is in the military, go to 
the official Servicemembers Civil Relief Act (SCRA) 
website maintained by the Department of Defense at 
https://www.dmdc.osd.mil/appj/scra/. Enter the party’s 
last name and Social Security number. Further information 
is available in the User’s Guide and FAQ sections of the 
website.

SCRA Foreclosure Amendment
In a nod to economic challenges, a recent update to the 

federal law impacts foreclosures on servicemembers’ prop-
erty. On August 6, 2012, President Obama signed into law 
the Honoring America’s Veterans and Caring for Camp 
Lejeune Families Act of 2012 (Pub. L. 112-154, 126 Stat. 
1165 (2012)), which, in part, amended section 303 of SCRA. 
SCRA section 303 addresses obligations secured by a mort-
gage, trust deed, or other security similar to a mortgage on 
real or personal property owned by a servicemember.

The provision applies only to obligations that originated 
before the servicemember entered into active federal military 
service under Title 10, U.S.C., and for which the servicemem-
ber is still obligated. (For example, it applies to obligations 
incurred by National Guard soldiers before they were called 
to active federal service.) The recent amendment extended 
the period during which certain SCRA protections apply.

Effective February 2, 2013:

● A sale, foreclosure, or seizure of the servicemember’s 
property based on a breach of such a secured obligation is not 
valid if made during the period of military service or within 
one year thereafter, unless it is made pursuant to a court 
order or a waiver by the servicemember; and

● A court may, on its own motion, and shall, upon appli-
cation by a servicemember whose ability to comply with the 
obligation is materially affected by military service, stay the 
proceedings or adjust the obligation to preserve the interests 
of all parties at any time during the period of military service 
or within one year thereafter.

Are You New to Private Practice?
On November 6, 7, and 8, 2013, the Professional 
Liability Fund is sponsoring “Learning the Ropes,” 
a practical skills and ethics seminar in Portland 
for new admittees and lawyers entering private 
practice. The full seminar qualifies for 15.25 MCLE 
credits, which will satisfy the MCLE requirements 
for new admittees’ first reporting period. 

The fee for the seminar is $65 and includes 
lunch on November 6 and 7. The registration 
form is available on the PLF’s website.  To print a 
registration form, go to www.osbplf.org and click 
on Upcoming Seminars.

For more information, call DeAnna Z. Shields 
 at 503-639-6911 or 1-800-452-1639. 
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This extension ends December 31, 2014.  Beginning 
January 1, 2015, there will be a period of 90 days after the 
end of the servicemember’s military service during which a 
foreclosure, sale, or seizure of the servicemember’s property, 
based on a breach of a mortgage, trust deed, or other secu-
rity, without a court order or waiver, will not be valid. Dur-
ing this period, a court may also stay proceedings enforcing 
such obligations. (Office of the Comptroller of the Currency 
Bulletin, November 19, 2012) (http://www.occ.gov/news-
issuances/bulletins/2012/bulletin-2012-37.html.)

Oregon Laws Supporting SCRA
In addition to the federal protections, Oregon has further 

enhanced servicemembers’ rights and remedies. Oregon has 
also taken steps to weave SCRA requirements and protec-
tions into common practices.  Notice of SCRA rights, for 
example, has become standard practice.  

The 2009 Legislature enacted a couple of laws supporting 
SCRA. In May 2009, the Oregon National Guard deployed 
the largest unit to overseas hostilities since WWII. Effective 
May 8, 2009, the Oregon Legislature authorized attorney 
fees and minimum damage awards in addition to any other 
remedy payable to a servicemember for the enforcement of 
a right under SCRA. This benefit was intended to encourage 
servicemembers of modest means to seek out legal assistance 
as necessary and to provide an incentive for attorneys to rep-
resent servicemembers in relatively low dollar value cases.

The attorney fees and damages provision of ORS 30.138 
was complimented by ORS 30.136, also enacted in 2009, 
which identified Oregon as the appropriate venue for SCRA 
enforcement.  Any contract term or provision providing for 
a choice of forum other than Oregon in an agreement en-
tered into by an Oregon servicemember is voidable at the 
election of the servicemember. These provisions apply to 
prosecution of servicemember rights when called into ac-
tive federal service and not when called by the Governor 
for state emergencies.

 New Oregon Protections for 
Servicemembers

Several new bills affecting servicemembers have already 
emerged from the 2013 Legislature. At the request of the 
OSB Military and Veterans Law Section, Senate Bill 125 was 
introduced relating to contested case hearings.  It will require 
state agencies to provide notice to parties in contested case 
hearings of the SCRA right to stay proceedings until military 
service affords reasonable availability to defend.  SB 125 
was signed into law on June 4, 2013, and became effective 
September 1, 2013.

Relating to criminal proceedings, Senate Bill 124 was 
proposed by the OSB Military and Veterans Law Section with 
support of the Oregon Criminal Defense Lawyers Associa-
tion.  This bill creates a new mitigating factor that explicitly 
authorizes courts at sentencing to consider military service. It 
does so by creating a new ORS 137.090(2), which states: “In 
determining mitigation, the court may consider evidence re-
garding the defendant’s status as a servicemember as defined 
in ORS 135.881.”  At least in felony cases, courts will need to 
make a “substantial and compelling” finding in order to rely 
on SB 124 to impose a mitigated (downward) departure. ORS 
137.671(1); OAR 213-008-0001.  For guidance in meeting 
this requirement, defense counsel should consult established 
case law supporting reliance on a defendant’s military service 
as a reason for imposing a mitigated sentence.  The bill was 
signed into law on June 6, 2013, and became effective im-
mediately.

The 2013 Oregon Legislature also expanded what 
is unofficially known as the Oregon SCRA, located in  
ORS Chapter 399, to address suspension of contractual ob-
ligations of servicemembers called to active federal service 
or active state service by order of the Governor.  House 
Bill 2083 was introduced at the request of Governor Kit-
zhaber, M.D., on behalf of the Oregon Military Department.  
Signed into law on June 18, 2013, with an effective date of  
January 1, 2014, the new law allows for suspension and rein-
statement of contractual obligations without fee, penalty, loss 
of deposit, or additional cost.  The law applies to telecommu-
nication services, Internet services, health spa services, exer-
cise or athletic activities offered by a health club, and certain 
television services. This law will provide a unique protection 
to servicemembers that allows for modification of long-term 
contracts in which the need to cancel or suspend arises as the 
result of call to duty.  

Additional Resources
In the February 2009 issue of In Brief, the OSB Profes-

sional Liability Fund published an article drawing attention 

2012 PLF Annual Report
The 2012 PLF Annual Report is available on the PLF’s 
website. Log on to www.osbplf.org, then select 
Annual Reports under News and Information. If 
you do not have Internet access, call Tanya Hanson 
at the PLF at 503-639-6911 or 1-800-452-1639 and 
request a copy.

Continued on page 4
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PLF Board Position

The Board of Directors of the Professional Liability 
Fund is looking for one lawyer member to serve 
a five-year term on the PLF Board of Directors 
beginning January 2014. Directors attend 
approximately six two-day board meetings per 
year plus various committee meetings. Directors 
are also required to spend a considerable amount 
of time reading board materials between meetings 
and participating in telephone conference calls. 
PLF policies prohibit directors and their firms 
from prosecuting or defending claims against 
lawyers. Interested persons should send a brief 
résumé to Ira R. Zarov, Professional Liability Fund, 
PO Box 231600, Tigard, OR 97281-1600.

Business Associate, Esq.:  
HIPAA’s New Normal

HIPAA Omnibus Rulemaking
On January 25, 2013, the Office of Civil Rights (OCR) re-

leased its revision of the Health Insurance Portability and Ac-
countability Act’s (HIPAA) Privacy, Security, Data Breach, 
and Enforcement Rules. The Data Breach and Enforcement 
Rules became effective on March 26, 2013, including the 
minimum penalties described below. Most of the rest of these 
rules are effective for business associates on September 23, 
2013. An exception exists for most business associate agree-
ments in effect on January 24, 2013: these agreements must 
be compliant with the new rules by September 24, 2014.

The significance for attorneys of this regulatory overhaul 
is the direct application of these new rules to them when they 
are either HIPAA business associates or the subcontractors of 
a business associate that receives protected health informa-
tion (PHI). A business associate receives, creates, uses, stores, 
or transmits PHI on behalf of a HIPAA “covered entity” (i.e., 
a health care insurer or health care provider). For example, an 
attorney representing a provider in a malpractice action typi-
cally receives medical records from his or her client. This re-
ceipt and use of PHI makes the attorney a business associate 
and thereby subject to HIPAA regulation.  Similarly, a busi-
ness attorney who reviews or obtains information concerning 
payment for care usually receives PHI and is therefore also a 
business associate. The expert witness who is given medical 
records obtained from a physician or hospital client in prepa-
ration for trial or deposition is a subcontractor of a business 
associate who receives PHI and is therefore also a business 
associate. 

Why We Care
Attorneys who receive PHI from their clients are al-

most certainly “business associates” under HIPAA. As 
such, they are subject to minimum penalties for “will-
ful neglect” of their HIPAA obligations: $10,000 
per violation, if the violation is corrected within 
30 days; $50,000 per violation, if it is not. Lesser penalties 
are levied for negligent violations, greater penalties for inten-
tional ones. Attorneys will likely be presumed to know their 
obligations under HIPAA, and therefore are more likely to 
be found willfully or intentionally neglectful of their HIPAA 
obligations than other business associates. 

Violations are counted on a per person, per day, per stan-
dard basis. Annual liability under each standard is capped 
at $1.5M, but breaches of confidentiality or security typi-
cally involve the violation of multiple standards. Misuse or 
wrongful disclosure of PHI often produces a public relations 

to SCRA and its application to local courts and attorneys:  
“YES.  You DO Need to Know About SCRA.” That ar-
ticle and significant other resources abound to assist local 
practitioners with application of SCRA to their client’s situ-
ation.  See also “Determining a Party’s Military Status,” In 
Brief, August 2007.

The ABA Standing Committee on Legal Assistance for 
Military Personnel (www.americanbar.org/groups/legal_
assistance_military_personnel.html) is a premier resource
of attorneys and experiences from around the country. The 
United States Army Judge Advocate General’s School also 
published the Servicemembers Civil Relief Act Guide in 
March 2006 (www.justice.gov/crt/military/documents/
jag_article.pdf), which is a comprehensive overview of 
the law and application. The Service Members Law Center  
(www.servicemembers-lawcenter.org) stands as a premier 
organization that assists with SCRA enforcement across the 
nation.  The Director of SMLC, CAPT (Ret) Sam Wright, has 
authored and co-authored over 500 law reviews on areas of 
law affecting citizen soldiers.

Locally, the Oregon State Bar has attorneys within the 
Military Legal Assistance Panel and the Military and Veter-
ans Law Section who bring a depth of experience and stand 
ready to answer questions, provide resources, or assist as 
needed.

	 Mark	a.	ronning,	LTC,	Ja
	 oregon	naTionaL	guard

	 STaff	Judge	advoCaTe
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Continued on page 6

nightmare, and is usually followed by a settlement with the 
OCR in which the offender agrees to periodic and random 
compliance audits. Soon, OCR will promulgate rules that 
will provide for sharing a portion of the fines and settlements 
it collects with whistleblowers.  

Business Associates Must Comply 
With HIPAA

Just like a medical clinic or hospital, business associates 
must implement privacy and security compliance programs 
to protect the confidentiality, integrity, and availability of 
PHI. Policies and procedures must be documented and im-
plemented in order to come into compliance. Failure to put 
these programs in place, and to follow them, is a violation 
of HIPAA. 

Security
The key duties of a business associate under the Security 

Rule are as follows:

● Ensure confidentiality, integrity, and availability of all 
electronic PHI.

● Protect against reasonably anticipated threats or haz-
ards to the security or integrity of PHI.

● Protect against reasonably anticipated improper uses 
and disclosures of PHI.

● Ensure HIPAA compliance by its workforce.

Risk Analysis
Security compliance under HIPAA begins with a “risk 

analysis.” This involves, first, an inventory of PHI held by 
the firm, in both paper and electronic form, and second, a 
description of the firm’s information network and electronic 
repositories of PHI. Next, threats to the confidentiality or 
security of PHI, whether natural or manmade, must be evalu-

ated in terms of their likelihood and their impact in the event 
of PHI’s misuse or unauthorized disclosure. This analysis of 
vulnerabilities and risk will drive security plan design and 
the allocation of resources to mitigate, first, the most likely 
and impactful threats, and so on down the line to the least 
likely and least dangerous of threats. The first thing the OCR 
will ask for when it investigates a complaint, conducts an 
audit, or responds to notice of a data breach is the docu-
mented risk analysis conducted by the business associate. If 
your firm does not have a documented risk analysis, then the 
only real question is the amount of the settlement or penalty. 
OCR is not likely to be sympathetic to law firms that fail to 
understand and comply with their legal obligations. 

This Is Not Y2K
Security planning and implementation is not a one-time 

event. Security programs must provide for periodic review 
and revision of their risk analysis and security measures. 
Both the firm and the threat environment are always chang-
ing. Security programs must change with them, and failing 
to reassess and revisit the firm’s security program is in itself 
a violation of HIPAA. A recent $400,000 settlement by OCR 
with medical clinics run by Idaho State University was pri-
marily the result of the University’s failure to periodically 
revisit and revise its security program.

Training
A major HIPAA obligation is ensuring workforce compli-

ance. This means training, and more specifically, documented 
training. It also means enforcing firm policies concerning the 
handling and protection of PHI with employee discipline, up 
to and including termination. The business associate firm’s 
workforce, both attorneys and staff, need to be trained to 
recognize and respond appropriately to potential HIPAA 
violations. Training should be made a part of new employee 
orientation and be repeated periodically. 

Data Breach
In the event of a misuse or wrongful disclosure of PHI, 

the business associate must determine whether the PHI has 
been compromised and then either document a determination 
of a low probability that the PHI has been compromised or 
provide notification of the data breach to affected individuals 
and the U.S. Department of Health and Human Services. If 
a data breach involves the PHI of more than 500 individu-
als, then notice of the data breach also must be provided 
to local media and be prominently displayed on the firm’s 
website. Thus, it is the expectation of OCR that either you 
will document your determination that a data breach has a 
low probability of compromising PHI or you will provide no-
tification to affected individuals and, if necessary, the media. 

UTCR Changes
Chief Justice Thomas A. Balmer has approved 
changes to the Uniform Trial Court Rules (UTCR) 
that became effective on August 1, 2013. Changes 
of particular interest address media access, 
motions to suppress evidence, sealed documents, 
depository statements, and small claims dismissals. 
The 2013 version of the UTCR can be found at 
http://cour ts.oregon.gov/OJD/programs/utcr/
pages/index.aspx.

The UTCR committee’s next meeting is scheduled for 
October 18 (and 19, if necessary), 2013. The committee 
welcomes proposals for changes to the UTCR. 
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This determination or notification must be performed without 
delay, but in any event in no more than 60 days from actual or 
constructive notice of the breach. 

One Word: Encryption
For a data breach to occur, PHI that is misused or wrong-

fully disclosed must be “unprotected.” As a practical matter, 
that means unencrypted. The encryption of electronic PHI is 
the single most effective security measure available to HIPAA-
covered entities and business associates. Strongly consider us-
ing it for electronic PHI at rest or in motion. Whatever the 
investment required, encryption will pay for itself many times 
over if – or when – you have a data breach. 

Misuse of PHI
A data breach can involve the misuse of PHI within an or-

ganization; it need not involve disclosure outside the firm. PHI 
is governed by a strict “need to know” principle, the “minimal-
ly necessary” provision of the Privacy Rule. Thus, attorneys or 
staff who are not working on a matter that involves PHI should 
not have that information given or available to them. “Role-
based access” is the guiding principle, as both administrative 
and technical means should be used to avoid exposing PHI to 
workforce members without a “need to know” about the PHI 
in question.  

Suggested Next Steps
These recommendations may sound like extreme measures. 

Attorneys are already bound by ethical obligations to protect 
the secrets and privacy of their clients. They are now poten-
tially subject to a hugely burdensome and complex regimen of 
privacy regulation. This is the new legal landscape – one that 
we ignore at our peril. So I suggest that you take these first few 
steps toward compliance without delay:

1. Identify Privacy and Security Officials. This is not 
only required by rule, it places responsibility with identi-
fied persons. So long as everyone is responsible, no one is. 

2. Document a Risk Analysis. Again, this is required, 
not simply a good idea. The firm may wish to take this on, 
or may look to compliance professionals for assistance. 

3. Focus on Mobile Devices. The OCR hates PDAs. 
Data breaches resulting from stolen or misplaced laptops, 
iPhones, or Blackberries with PHI on them or accessible 
through them are a recurring breach scenario.  

4. Compile Existing Policies and Procedures. We all 
have policies and procedures for keeping files safe and se-
cure. You may be surprised at how far along you already 
are. You won’t know what is left to be done until you have 
all of your explicit materials in one place and can compare 
them to your legal obligations. 

keLLy	T.	Hagan

SCHwabe,	wiLLiaMSon	&	wyaTT,	P.C.

Help New Admittees
Are you interested in helping new lawyers 
by answering questions about your 
practice area? If so, share your experience 
practicing law by leading a roundtable 
discussion with new admittees at the PLF’s 
Learning the Ropes luncheon on Thursday, 
November 7, 2013. Call Tanya Hanson  at  
503-639-7203 or e-mail tanyah@osbplf.org if 
you are interested. 

Adjusted Tort Liability Limits 
Against Public Bodies

The Office of the State Court Administrator (OSCA) has 
followed the required statutory methodology identified in 
ORS 30.273(3) to calculate the annual adjustment to the limi-
tations on liability of public bodies for property damage or 
destruction.  Based on these calculations, the limitations are 
adjusted to $106,700 for any single claimant and $533,400 
for all claimants.  These new limitations became effective on 
July 1, 2013, and apply to all causes of action arising on or 
after July 1, 2013, and before July 1, 2014.

OSCA opened a public comment period on the adjust-
ments from March 29, 2013, to 5:00 p.m. on May 31, 2013, 
but received no comments challenging the calculations.  

As a reminder, ORS 30.271 and 30.272 establish the an-
nual adjustments to the limitations on liability of public bod-
ies for personal injury and death.  Pursuant to ORS 30.271(2) 
and (3), the limitations applicable to the State for personal 
injury and death are adjusted to $1,900,000 for any single 
claimant and $3,800,000 for all claimants.  Pursuant to ORS 
30.272(2) and (3), the limitations applicable to local public 
bodies for personal injury and death are adjusted to $633,300 
for any single claimant and $1,266,700 for all claimants.  
These new limitations became effective on July 1, 2013, and 
apply to all causes of action arising on or after July 1, 2013, 
and before July 1, 2014.

A list of past and current limitations on liability of pub-
lic bodies can be found on the Oregon Judicial Department 
website at http://courts.oregon.gov/OJD/courts/circuit/
tort_claims_act.page?. Please submit questions or com-
ments to bruce.c.miller@state.or.us.

bruCe	C.	MiLLer

offiCe	of	THe	STaTe	CourT	adMiniSTraTor
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Keeping your electronic documents secure may require 
some extra steps, but the result is well worth it.  It is highly 
recommended that all documents to be shared with others 
by e-mail  be sent in a PDF format. PDF documents can be 
saved with various security settings making the document 
as secure as you desire. You can allow or prohibit print-
ing, document changes, content copying, page extraction, 
commenting, filling form fields, or signing using security 
settings. PDF documents can also be encrypted with pass-
word protection.

Flattening fields and comments in PDF documents 
transforms interactive forms and comments so they are not 
editable. Flattening permanently locks the content in form 
fields so you can be assured the information may no longer 
be changed. Why would you want to flatten a document? 
To ensure that comments are printed, to prevent someone 
from changing the text inside a PDF form, and to lock your 
stamp on the document (including signature stamps). You 
can simply print the document to the Adobe PDF print 
driver to flatten it; however, this process takes several steps 
and eliminates bookmarks and other information. If you 
are using Acrobat XI Pro, this becomes a simple process. 
Adobe has included a Flatten Fields and Comments but-
ton as an action in the Action Wizard. Using this feature 
flattens the open PDF document and then asks you to save 
the resulting document with a new name.  (If you are us-
ing Acrobat X Pro, you can create your own action. Go to 
http://tinyurl.com/o57ztol for instructions.)

Digital or Electronic Signature?
A digital signature takes the concept of traditional pa-

per-based signing and turns it into an electronic “finger-
print.” This “fingerprint,” or coded message, is unique to 
both the document and the signer and binds both of them 
together. Digital signatures ensure the authenticity of the 
signer. Any changes made to the document after it has 
been signed invalidate the signature, thereby protecting 
against signature forgery and information tampering. As 
such, digital signatures help organizations sustain signer 
authenticity, accountability, data integrity and the non-
repudiation of signed electronic documents and forms.

An electronic signature can be as basic as a typed 
name or a digitized image of a handwritten signature. 
Consequently, e-signatures are very problematic with 
regards to maintaining integrity and security, as nothing 
prevents one individual from typing another individual’s 

name. Due to this reality, an electronic signature that does 
not incorporate additional measures of security (the way 
digital signatures do, as described above) is considered an 
insecure way of signing documentation.

Important milestones in the acceptance of digital sig-
nature solutions into business practices took place in 1999 
and 2000, when the European Union passed the “EU Di-
rective for Electronic Signatures” and President Clinton 
signed into law the Electronic Signatures in Global and 
National Commerce Act (“ESIGN”). Furthermore, legal 
precedents are being established that confirm the validity 
of electronic documents and contracts. 

Creating a Digital Signature
You can create a digital signature in Microsoft Word. 

However, a message box appears stating that evidentiary 
laws may vary by jurisdiction and that Microsoft cannot 
warrant a digital signature’s legal enforceability. Mi-
crosoft lists several third-party digital signature service 
providers that complement the Microsoft Office products 
suite and may offer other levels of digital signature as-
surance.

You can also find software programs specifically to 
sign PDF documents.  One of the most recommended is 
DocuSign, a free program available for iPhone, Android, 
and iPad. Others include SignMyPad (iPhone, Android, 
iPad) $0.99 - $19.99, SignEasy (iPhone, iPad) Free, Sign-
Now (iPhone, iPad) free, Quick Signature (iPhone, iPad) 
$1.99.  You can also use EcoSign, which is available free 
from Adobe.

dee	CroCker
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Securing Electronic Documents

Family Law CLE – 2013 Update
The Professional Liability Fund has updated the 
seminar “Avoiding Malpractice in Family Law” 
for 2013. The program was originally presented 
in May 2009. The new CDs, DVDs, and updated 
materials are available through the PLF website at 
www.osbplf.org.

The updated seminar has been accredited for 3.75 
general or practical skills MCLE credits.
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The mortgage debt relief provisions for homeowners in 
the federal tax code, first enacted in 2007, expired at mid-
night on December 31, 2012. However, the fiscal cliff bill 
enacted at the 13th hour by Congress extended the relief 
through the end of 2013. This was one of the biggest issues 
in the fiscal cliff debate because there are still huge num-
bers of financially distressed homeowners with underwater 
mortgages. Had Congress not acted, the tax code would have 
reverted to its pre-2007 treatment of mortgage principal re-
ductions or cancellations by lenders, whether through loan 
modifications, short sales, deeds-in-lieu, or foreclosures.

Without the extension, all principal balances unpaid by 
the homeowner and forgiven by the lender would have been 
treated as ordinary income to the homeowner. For example, 
if a lender wrote off $200,000 of mortgage debt to facili-
tate a loan modification or short sale, the borrower or seller 
would have been taxed on that $200,000 at regular marginal 
rates, just as if he or she had earned it as wages.

The Mortgage Forgiveness Debt Relief Act of 2007 
(the Act) (Pub L 110-142, 121 Stat 1803) and its extend-
ing amendment allowed exclusion of income realized as a 
result of debt reduction on the taxpayer’s principal resi-
dence. See IRS, Ten Facts for Mortgage Debt Forgiveness 

(Mar. 3, 2011). See also IRS Publication 4681, Canceled 
Debts, Foreclosures, Repossessions, and Abandonments 
2011. Under the Act, taxpayers may exclude debt forgiv-
en on their qualified principal residence up to $2 million  
($1 million for a married person filing a separate return). 
IRC §§108(h)(2), 163(h)(3)(B)(ii). The law as originally 
enacted applied to debt forgiven in calendar years 2007, 
2008, and 2009. Pub L 110-142, §2(a), (d), 121 Stat 1803. 
A 2008 amendment to the Act, applicable to discharges 
of indebtedness occurring on or after January 1, 2010, 
extended the Act through 2012. Pub L 110-343, Div A,  
Title III, §303, 122 Stat 3765. The fiscal cliff bill extended 
it through the calendar year 2013.

Reprinted from CEB’s Law Alert, copyright 
2013 (http://ceb.com/lawalerts/mfdr.asp?utm_
source=on&utm_medium=la&utm_content=bk&utm_
campaign=RE33920_41284_1) by the Regents of the 
University of California. Reproduced with permission of 
Continuing Education of the Bar – California (CEB). No 
other republication or external use is allowed without per-
mission of CEB. All rights reserved. (For information about 
CEB publications, telephone toll free 1-800-CEB-3444 or 
visit our website – CEB.com.)

Congress Extends Mortgage Forgiveness Debt Relief

Cases of Note

NONJUDICIAL FORECLOSURES: In Brandrup v. ReconTrust Co., 353 Or 668 (2013), the Oregon Supreme 
Court answered four certified questions from the U.S. District Court of Oregon: (1) The Mortgage Electronic Registra-
tion Systems, Inc. (MERS), which is not a lender, may not be a trust deed’s “beneficiary,” unless it is a lender’s suc-
cessor in interest; (2) MERS is not eligible to serve as the “beneficiary” because the trust deed designates the lender as 
the beneficiary and does not convey to MERS the beneficial right to repayment; (3) ORS 86.735(1) does not require 
recordation of “assignments” of a trust deed by operation of law that result from the transfer of the secured obligation; 
(4) MERS holds neither the legal nor the beneficial interest in the trust deed, and, therefore, it cannot hold or transfer 
legal title to the trust deed; and MERS’s authority, if any, to perform any act in the foreclosure process must derive from 
the beneficiary and its successors in interest. (www.publications.ojd.state.or.us/docs/S060281.pdf)

NONJUDICIAL FORECLOSURES: In Niday v. GMAC Mortgage, LLC, 353 OR 648 (2013), the Oregon Su-
preme Court found that there was a genuine issue of material fact whether MERS had authority to foreclose the trust 
deed as the agent of the lender’s successors in interest. (www.publications.ojd.state.or.us/docs/S060655.pdf) 

CIVIL PROCEDURE: In Bell v. Tri-Met, 353 Or 535 (2013), the Oregon Supreme Court held that the three-year 
time limit in ORS 30.075(1) is a limitation on the commencement of a survival action for personal injuries by a per-
sonal representative and, as such, is superseded by the two-year limitation period for the commencement of a tort action 
against a public body under ORS 30.275(9). (www.publications.ojd.state.or.us/docs/S060373.pdf)

Continued on page 9
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If you are concerned about fraudulent activity on your 
IOLTA or business bank account, ask your bank about 
fraud detection services like Positive Pay and Automated 
Clearing House (ACH) “block and filter” for automated 
transactions.

Do Checks Presented for Payment 
Match the Checks You Wrote?

With Positive Pay, the bank customer transmits elec-
tronic files of the checks it issues to the bank. The bank 
then compares the checks presented for payment to the 
electronic file sent by the bank customer. If a check pre-
sented for payment does not match, the customer is notified 
immediately. 

Has a Payee’s Name Been Altered?
Payee Positive Pay provides additional protection by 

helping bank customers detect and prevent alteration of 
payee names on checks. The customer provides the bank 
with a list of approved payees. Deposited checks and 
checks presented at the teller line are compared and veri-
fied against the approved payee list. The customer is noti-
fied of any non-matching payee names. Reverse Positive 
Pay (RPP) is also available. With RPP, the bank generates 
an electronic file of all items paid on a daily basis. The 
customer receives the file and compares the paid items to 
the customer’s own records. In the event of a discrepancy, 
the customer can inform the bank in time to make a return 
decision (i.e., the customer can instruct the bank to dis-
honor the check).

Do You Want to Block or Control 
Automated Transactions Posted to  

Your Account?
ACH block and filter services provide this protection. 

With “block and filter,” the customer can:
● Set criteria to authorize ACH debits or credits to the 

customer’s account.
● Exclude specified ACH debits or credits.
● Block all ACH debits.
● Block all ACH credits.
● Block both ACH debits and credits.

Are Fraud Prevention Services Right 
for Your Law Firm?

When assessing whether fraud prevention services make 
sense for your firm, consider the following:

● Do you or a trusted, authorized staff person have the 
time to generate and review electronic reports for potential 
non-matching transactions? 

● Can your system generate the electronic files needed 
for transaction comparison? If not, does your bank offer 
compatible software and at what cost?

● Are you willing to pay for fraud prevention services? 
Banks offering Positive Pay, Payee Positive Pay, Reverse 
Positive Pay, or equivalent services generally charge per 
transaction or item presented.

At the very least, it is worth talking to your banker and 
reviewing the services your bank offers.

beverLy	MiCHaeLiS

PraCTiCe	ManageMenT	adviSor

Don’t Get Scammed! Fraud Prevention Tip

Cases of Note

TORTS: In Doe v. Lake Oswego School District, 353 Or 321 (2013), the Oregon Supreme Court held that the applicable 
limitations period on a tort claim does not begin to run until the plaintiff has discovered or is deemed to have discovered 
not only the conduct of the defendant but also the tortious nature of that conduct. Whether a plaintiff knew or should 
have known the tortious nature of a defendant’s act is generally a question of fact. The court must consider the plaintiff’s 
circumstances, including the plaintiff’s status as a minor, the relationship between the parties, and the nature of the harm 
suffered. (www.publications.ojd.state.or.us/docs/S059589.pdf) 

FAMILY LAW: In the case of In re the Marriage of Matar and Harake, 353 Or 446 (2013), the Oregon Supreme Court 
held that, pursuant to ORS 107.104 and 107.135(15), a court may enforce an agreement between parents not to seek 
modification of the child support terms of a stipulated judgment of dissolution unless to do so would violate the law or 
contravene public policy. (www.publications.ojd.state.or.us/docs/S060064.pdf) 
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2013 Oregon Legislative Session – “Emergency Legislation”
Although bills passed by the Oregon State Legislature normally have an effective date of January 1 of the following 

calendar year, many bills are passed each session with an earlier effective date. Some of these “emergency” bills may be of 
interest to practitioners. Below is a nonexclusive list of bills passed by the 2013 Legislature with an effective date earlier than 
January 1, 2014. The descriptions of the bills are taken from the Senate and House Staff Measure Summaries and are 
not intended as complete analyses of the bills. The PLF has not independently researched or verified the accuracy of the 
descriptions. Attorneys should use the list as a starting point for their research.

To view the full text of a bill or a measure’s history, go to www.leg.state.or.us/bills_laws/, and click on 2013 Regu-
lar Session. You can search by specific measure number. 

Business Entities
SB 141 – Adds business entities as a protected person 

for purposes of identity theft; increases penalties for filing 
false corporate documents with the Secretary of State; re-
quires corporations to maintain a physical presence where a 
registered agent can be served and allows the Secretary of 
State’s Office to verify physical address (eff. 5/16/13).

SB 142 – Permits an authorized agent of an incorpo-
rator, director, officer or receiver, trustee or fiduciary of a 
business entity to execute filings with the Secretary of State; 
allows limited use of the terms “cooperative” and “partner-
ship” in business names or titles; provides exceptions to the 
Secretary of State’s duty to return acknowledgement for 
documents filed with its office (eff. 5/16/13).

HB 2060 – Allows Attorney General to issue order 
disqualifying charitable organization that fails to expend at 
least 30% of expenses on program services from receiving 
tax-deductible contributions; also eliminates property tax 
exemption; requires disclosure by disqualified organiza-
tion and publication by AG (eff. 90 days after sine die).

Criminal
SB 42 – Creates a process for appeal of trial court deci-

sions allowing or disallowing DNA testing, granting or de-
nying a motion for a new trial, and denying appointment of 
counsel; applies retroactively to prior trial court decisions 
when appeal was not available (eff. 5/16/13).

SB 44 – Directs appellate court to notify parties to ap-
peal when appellate court receives corrected or supplemen-
tal judgment from trial court; provides that party may appeal 
from corrected or supplemental judgment within 30 days 
from the date appellate counsel receives notice of judgment  
(eff. 5/16/13).

SB 124 – Allows courts to consider defendant’s status 
as a servicemember at sentencing for the purposes of mitiga-
tion but does not mandate it (eff. 6/6/13).

HB 2553 – Clarifies that “five days” means five “judi-
cial” days for computing when a custody defendant must 
be arraigned (eff. 5/9/13).

HB 2962 – Repeals “speedy trial” statute requiring 
trial within reasonable period of time for criminal defen-
dants; sunset date of April 1, 2014 (eff. 6/18/13).

HB 3282 – Clarifies that the appeal process for certain 
interlocutory appeals (filed before resolution of the case 
for victims appealing adverse ruling under Victim’s Bill of 
Rights) is triggered by a written ruling by trial court; re-
quires trial court to issue written orders in certain victims’ 
rights proceedings (eff. 5/23/13).

Consumer/Debtor-Creditor
SB 185 – Provides that Department of Revenue is not 

required to deliver a warrant or true copy of a warrant with 
the notice of garnishment when garnishing property of a 
debtor; removes requirement that notice of garnishment be 
hand-signed (eff. 6/13/13).

SB 574 – Expands the Oregon Consumer Identity 
Theft Protection Act of 2007 to allow parents or guardians 
to request security freeze of credit reports of minors and 
protected persons; if no consumer report exists for the mi-
nor or protected person, requires consumer reporting agen-
cy to create protective record; requires agency to remove 
freeze within 30 business days of request from consumer or 
representative (eff. 6/13/13).

HB 2590 – Clarifies applications of the Uniform Com-
mercial Code and the federal Electronic Fund Transfer Act 
to certain fund transfers (eff. 4/2/13).

Domestic Relations
SB 601 – Allows relative caregiver with whom minor 

child lives to consent to medical treatment and educational 
services, absent consent of parent or legal guardian, after 
reasonable efforts to obtain; provides immunity from civil 
and criminal liability for good-faith consent of relative 
caregiver (eff. 5/23/13).
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HB 2226 – Requires court to waive public hearing 
notice for a name change application from a victim of do-
mestic violence participating in Address Confidentiality 
Program unless good cause is shown; requires court to seal 
record on application; does not apply to minors, including 
applications by adults appearing as guardian ad litem for 
child (eff. 6/6/13).

HB 2378 – Allows parent or guardian of minor to file 
petition for appointment of a guardian for the minor as adult 
within 90 days before minor attains majority or such other 
time as court deems necessary and appropriate (eff. 5/9/13).

Employment
SB 1 – Requires employers to provide notice and paid 

or unpaid time off for Veterans Day, or an alternative day, 
to employees who are veterans, if certain conditions are 
met; permits noncompliance on Veterans Day for signifi-
cant economic or operational disruption or undue hardship  
(eff. 4/4/13).

SB 135 – Abolishes the Wage and Hour Commission; 
transfers all duties, functions, and powers to the Bureau of 
Labor and Industries (eff. 6/4/13).

SB 849 – Allows exclusion from definition of “em-
ployment,” for purposes of qualifying for unemployment 
insurance benefits, those services performed for a corpora-
tion by an individual with substantial ownership interest in 
the corporation and who is the sole corporate officer and 
director (eff. 10/7/13).

Foreclosure
SB 558 – Expands and modifies residential Foreclosure 

Avoidance Mediation Program enacted in 2012; requires 
residential trust deed beneficiary to request resolution con-
ference prior to foreclosing; provides exemption; specifies 
required contents of request; specifies timeline, notice, and 
other requirements; makes certain beneficiary violations of 
the measure unlawful trade practices (eff. 6/4/13) (many of 
the provisions are effective 8/5/13).

HB 2662 – Prohibits owner from neglecting foreclosed 
residential property during period of vacancy; allows local 
government to remedy neglect, if owner fails to do so, and 
provides government with a lien on property (eff. 6/6/13).

Civil Litigation
SB 50 – Allows trial court to retain jurisdiction to enter 

judgment or appealable order after notice of appeal is filed 
for the sole purpose of entering judgment or order in register 
(eff. 3/18/13).

SB 125 – Directs agencies in a contested case hearing to 
comply with the Servicemembers Civil Relief Act by giving 

notice to parties of the rights of active duty servicemembers 
and include with the notice a statement of the servicemem-
ber’s right to postpone the proceedings; also requires the 
agencies to include with the statement the right of the ser-
vicemember to contact the Oregon State Bar and the Oregon 
Military Department with their respective phone numbers 
and the e-mail address of the United States Armed Forces 
Legal Assistance Locator website (eff. 9/1/13).

HB 2547 – Allows rules authorizing electronic sum-
mons for jurors (eff. 3/11/13).

Miscellaneous
SB 32 – Establishes Oregon Code of Military Justice as 

the law governing state militia (eff. 5/9/13).

SB 483 – Defines “adverse health care incident”; al-
lows patient, health care facility, or provider to file notice 
of adverse health care incident with Oregon Patient Safety 
Commission; tolls statute of limitation for six months after 
notice filed; provides mechanisms for discussion and me-
diation; does not preclude negligence claim in court (eff. 
3/18/13).

SB 822 – Modifies cost-of-living adjustment under 
Public Employees Retirement System; provides for expe-
dited review by Oregon Supreme Court on petition by ad-
versely affected party (eff. 5/6/13).

HB 2205 – Adds attorneys, among others, to the list of 
persons who must report elder abuse, except if information 
was obtained in the course of representation if disclosure 
would be detrimental to client; provides for a six-year stat-
ute of limitations for prosecution; directs Oregon State Bar 
to adopt minimum training standards for lawyers on elder 
abuse (eff. 6/11/13).

HB 2565 – Allows attorney acting as custodian when 
assisting in closing down a law practice to have priority 
over unsecured creditors when collecting on a judgment 
lien; allows e-mail notification by the Oregon State Bar for 
members in default in payment of membership fees; reduces 
number of days from 60 to 30 for determination of default 
for nonpayment of dues (eff. 3/11/13).

HB 2834 – Adopts the Revised Uniform Law on No-
tarial Acts as Oregon law (eff. 5/23/13) (operative date of 
provisions is 9/1/13).

HB 2944 – Enacts the Uniform Electronic Legal Mate-
rials Act; provides process for designating electronic legal 
materials (Oregon Constitution, Session laws, Oregon Re-
vised Statutes, and Oregon Administrative Rules) as official 
record (eff. 5/23/13).
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TRUST DEED FORECLOSURE: The PLF practice aid “Trust Deed Foreclosure Ad-
vertisement and Sale Checklist” is being revised and is not currently available. Practitioners 
should discard prior versions of this checklist.

OJIN/E-COURT: Oregon eCourt Case Information system (OECI) is now live in eight coun-
ties (Yamhill, Linn, Crook, Jefferson, Jackson, Clatsop, Columbia, and Tillamook). Informa-
tion about cases in those counties is no longer available through OJIN; it is only available 
through OECI. Other counties are being added to eCourt on a rolling basis.  eFiling is now live 
in five counties (Yamhill, Linn, Crook, Jefferson, and Jackson). ePay has gone live in Yam-
hill county. Currently, eFiling and ePay are voluntary programs. For more information, visit 
http://courts.oregon.gov/oregonecourt/Pages/index.aspx. 

SMALL ESTATES: Remember to mail or deliver a copy of the small estate affidavit to the 
Oregon Health Authority (OHA) as well as to the Department of Human Services (DHS). A 
number of minor changes were made to the small estate affidavit process during the 2009 and 
2011 legislative sessions. ORS 114.525 was amended to require that a copy of the affidavit must 
be mailed or delivered to the OHA in addition to DHS. 

PAPERLESS OFFICES: The article and PLF practice aid, “Our Paperless World,” has been 
updated as of January 2013. It is available on the PLF website (www.osbplf.org). Find Loss 
Prevention on the home page and select Practice Aids and Forms, then select the Technology 
category. Thank you to Steven O. Rosen, of the Rosen Law Firm, for updating this article. 

CHILD SUPPORT GUIDELINES: The new child support guidelines became effective 
July 1, 2013. The administrative rules for the guidelines, the child support calculator, and other 
tools have been updated to reflect the changes. Visit www.oregonchildsupport.gov for more 
information.

E-MAIL SECURITY: Remember to check your e-mail program’s junk mail folder AND 
your firm’s spam-blocking software program for legitimate messages that may have been cap-
tured. Even if you regularly get e-mails from a particular person or organization, messages may 
still end up in junk mail, or be blocked by a spam filter, depending on the security settings.

Thank you to Beverly Michaelis, PLF Practice Management Advisor, for 
assistance with these tips.


